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What are G-Codes?

: text-based control language

G1 Move print head

M104 Set extruder temperature

M500 Save current configuration

M997 Update firmware
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Known: “G-Codes can be dangerous”

What can an attacker with limited capabilities achieve?

: Gather and analyze existing G-Codes.
: Extract attacks in the categories

• Information Disclosure
• Denial of Service, and
• Model Manipulation.

: Evaluate attacks
on printers.

. . . assuming an
“almighty” attacker
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Results

• Found attacks using weaker attacker capabilities
in 19/22 (sub-)categories.

• All tested devices vulnerable to at least one attack.
• Details:
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Malicious G-Codes in 3D Printing
Jost Rossel, Vladislav Mladenov, Nico Wördenweber, Juraj Somorovsky

Attacker Capabilities

3D Printer

G1 X1

G1 X2 Y2

M104

...

G-CodeSlicer3D Model

.g

AC1:

Print before

the victim

AC2:

Change print

configuration

AC3: (interactive)

Send G-Codes

during print Header

Body

Footer

 Configuration G-Codes

 set by Slicer

 Configuration G-Codes

 set by Slicer

 ...

 M204 S500

 G1 F1200

 G1 X88.913 Y105.56

 ...

AC1

AC2/3/4

AC2/3/4

AC3/4

AC3/4

AC3/4

AC4

G-Code File

Understanding G-Code Usage
1)ExtractingdocumentedG-Codes from firmware documentation
and scraping used G-Codes from Thingiverse.

# Documented = 593

# Used = 344

# Documented & not Used = 367

# Documented & Used = 226

# Used & not Documented = 118

3) Analyzing usage patterns determining which AC can be as-
signed.
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2)Manual analysis of documented G-Codes and their potential security impact.

Example Attacks Attack Category # Malicious % Vulnerable Devices
Codes AC1 AC2 AC3

Information Disclosure 92
Intellectual Property Theft 3
Metadata Leakage 90

Denial of Service 140
Interrupt Printing 123

Infinite Loop 14
Delay Commands 56
Ignore Commands / Stop Print 27
Destroy Model / Make Unusable 40

Disable Access / Bricking 30
Software 18
Hardware 12

Model Manipulation 80
Toolpath Manipulation 17

Voids 8
Surface Anomaly (X/Y Shift) 13
Layer Height Anomaly (Z Shift) 11

Faulty Extrusion 44
Under Extrusion 21
Over Extrusion 19
Material Relocation 6
Filament Retraction 19
Printing Speed 18

Temperature Changes 30
Bed Temperature 15
Nozzle Temperature 19
Fan Speed 7

1 M928 file.g ; write log to file

1 M808 L0 ; set marker to repeat forever
2 ; execute arbitrary commands (or do nothing)
3 M808 ; jump to last marker

1 G20 ; set units to inches

1 G1 X1 Y2 E1
2
3 G1 X2 Y3 E1
4 G1 X3 Y4 E1
5

Original

G1 X1 Y2 E1

G1 X2 Y3 E1
G1 X3 Y4 E1

“all-powerful” (AC4)

G1 X1 Y2 E1
M28 file.g
G1 X2 Y3 E1
G1 X3 Y4 E1
M29

via injection (AC3)

1 M200 D1.75 ; change extrusion mode

1 M220 S50 ; 50% speed

1 M143 S30 ; 30 deg C

PAPER &
CONTACT
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